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Note to the reader

« This presentation has been prepared for “National Judicial Academy” and is not be shared with
any external source.

« The views represented in this presentation are purely personal of the presenter and are not to be
considered as the view of “Pricewaterhouse Coopers Private Limited”.

« Data from external and public sources have been used to prepare this material.
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Section 1

Control Environment for Cyber
Security
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Section 1 — Control Environment for Cyber Security

| The Three Pillars

|
“Human Capital”

“Physical Infrastructure
And Procedures”

“Tone at the Top”
Process Culture
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Section 1 — Control Environment for Cyber Security
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Section 2

Cyber Security Issues for Indian
Judiciary
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Section 2 — Cyber Security Issues for Indian Judiciary

I
Key Issues

Process:
1. Data access & encryption
. Access to external drives
. Backward compatibility of software

. Data storage & retrieval system & & Evidence management

. Enterprise anti-virus solutions

2
3
4
5. Connection of systems to internet
6
7. Scalability of systems

8

. IT Security Audits
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Section 2 — Cyber Security Issues for Indian Judiciary

I
Key Issues

People:

1. Hiring of professionals

2. Cost of training

3. Public-private partnership

4. Benchmarking
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Section 2 — Cyber Security Issues for Indian Judiciary

I
Key Issues

Culture:

1. Use of personal computers/ PDAs for official work

2. Use of personal emails/social media for official work

3. Access of pornographic websites from official computers
4. Hand over of Private Key during official transfers

5. Change of passwords/ other access control mechanisms during official
transfers

6. Exceptions to protocols
7. IT security of external vendors/ contractors

8. Rewards/ recognition/ penalty
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|
Thank you

This publication has been prepared for general guidance on matters of interest only, and does
not constitute professional advice. You should not act upon the information contained in this
publication without obtaining specific professional advice. No representation or warranty
(express or implied) is given as to the accuracy or completeness of the information contained
in this publication, and, to the extent permitted by law, PwC, its members, employees and
agents do not accept or assume any liability, responsibility or duty of care for any
consequences of you or anyone else acting, or refraining to act, in reliance on the information
contained in this publication or for any decision based on it.

© 2016 PwCPL. All rights reserved. In this document, “PwC” refers to
PricewaterhouseCoopers Private Limited which is a member firm of PricewaterhouseCoopers
International Limited, each member firm of which is a separate legal entity.



